Abstract-Adhoc networks uses mobile nodes to communicate among itself in which it does not have any fixed infrastructure like access point or base station. Due to dynamic network topology MANET security is a challenging task. Most of the routing protocols in MANET assumes a cooperative environment for communication. But, in the presence of malicious nodes, providing security to MANET is critical issue. Due to the increasing applications of MANET building an effective intrusion detection system are essential. This paper addresses using an intelligent approach for intrusion detection in MANET using cross layer technique. We show an paradigm of SVMs, FDAs and AIS approaches for intrusion detection in terms of classification accuracy.
I. INTRODUCTION
Improving security in MANET is an essential task [1] [2] .A MANET system is consisting of autonomous system of mobile nodes. Each node in MANET can act as router/gateways. Thus the MANET has unique characteristics compared to other conventional networks [3] .Thus the MANET has dynamic topology, resource constrains and no physical infrastructure such as base station. MANET has widely used in military applications such as sharing information in battlefield, conferences, business meetings, emergency disaster relief after earthquake, hurricane, fire [4] .Ubiquitous computing and pervasive computing are important era of current MANETs. Many authors have [5] [6] [7] proposed solutions for securing single layer. But single layer features are not enough to find the attacks completely. One can improve the detection ratio of attacks with the help of cross layer features [7] [8] .
Mobile adhoc networks suffer for various kinds of attacks such as black hole attack, gray hole attack, sinkhole attack, wormhole attacks. Typically the attacks can also be classified [9] as resource consumption attack, route invasion attacks, node isolation attacks, route disruption attacks. Sinkhole attack is a type of route disruption attacks in which the malicious nodes do not cooperate in routing process [10] .Thus the attacking node invades the normal routing behavior. Hence identifying and detecting this type of attack is one of the most important and critical task. Detecting attacks can be classified as misuse detection and anomaly detection. We have proposed a hybrid intrusion detection scheme, which the IDS is trained with both normal behavior and attacking behavior. In our work we have proposed cross layer based intrusion detection technique. But most of the intrusion detection techniques [11] [12] [13] have considered only single layer attributes. Cross layer approach is way of achieving information sharing between the layers. Single layer techniques and layered architectures are suitable for wired networks. Sharing knowledge about layer state has proved for better optimization in wireless environment. The clear understanding about layered architecture is, they are independent in nature. But, in cross layer approach we are not completely eliminating the layered approach and not even integrating all layers. Instead we are correlating the features of between layers.
Cross layer based intrusion detection systems are getting more popular nowadays. Several intelligent techniques are used to build IDS. In this paper we propose a new architecture for MANET intrusion detection system called the mobile adhoc cross layer intrusion detection (MACLIDS) .This cross layer based intrusion detection system is able to successfully identify attacks using an data classification module(DC) which leverages classification algorithms such as support vector machine, fischer discriminant analysis and artificial immune system(AIs) in order to determine if an attack is occurring .Not only that we have also compared the classification accuracy of SVMs, FDA and AIS .We have reduced the feature set using apriori algorithm.
The remainder of this paper is organized as follows: Section 2 provides a literature review of security related issues in MANET; Section 3 presents vulnerability of AODV protocol. Section 4 presents the architecture and design of the proposed technique, Section 5 gives the simulation results and analysis of the proposed technique in multiple scenarios, and Section 6 provides conclusions and future work. The remainder of this paper is organized as follows: Section 2 gives an effective method of skeleton extraction. Section 3 describes the two-round hierarchical matching for Chinese calligraphic retrieval. Section 4 presents the experiments and evaluation. Conclusion and future work are given in the final section.
II. RELATED WORK
We have observed many of the existing literature works has mainly focused on protecting single layer either MAC layer or Routing or Physical layer. From all of these perspectives, researchers focused to identify anomaly detection and misuse detection. Further research work has been focused in the direction to differentiate between normal traffic and attack one. Now we present representative research from each perspective.
In [14] the authors proposed solution for anomaly detection using temporal activities of routing behavior in MANET. For detecting anomalies they have proposed a new algorithm. In [15] the authors proposed solution to detect both anomaly and misuse behavior in MANET. They have proposed an intrusion detection system (IDS) which detects packet drops or delays in the network. For that they have used the scheme which relays on time synchronization using GPS. In [16] [17] many techniques have been proposed to identify various kinds of attacks. For detecting anomalies they have proposed a new algorithm. In [18] , the authors proposed architecture for intrusion detection and prevention. They proposed intrusion detection based on agents. They used server agent, monitor agent, information agent, and address probing agents. In their work some agents are static and dynamic. They proposed an algorithm to detect attacks in MANET. In [19] the authors proposed distributed IDS for MANET. They used cluster head to monitor the activities of other nodes in the network. In [20] the authors proposed a rule based decentralized IDS in which some nodes act as monitor nodes and observes the traffic in the network. In [21] they proposed dynamic anomaly detection for AODV protocol using single layer technique. The authors used PCA for dimensionality reduction.
In literature many work has been done based on cross layer issue. In [22] the authors proposed physical media independence architecture. They defined a set of characteristics for each layer. Additionally they provided guard module in which it is used to monitor the system characteristics. They have done the modifications in operating system in order to implement cross layer concept. Interlayer signaling pipe [23] used the wireless extension header to store cross layer information. They used IP data packets to carry messages from physical layer to application layer. In [24] the authors separately used an Internet Control message protocol for propagating events from one layer to other layer. For this they used an icmp status message. Further a handle is implemented for this message. The inspirational idea for implementing cross layer security in adhoc network has been proposed in [25] .The authors used Mobile man architecture. It has a core component known as network status, which is a repository for collecting information regarding all protocol layers. Each protocol layer interacts with this repository.
Very little work has been done in literature using cross layer IDS methods. In [26] the authors proposed IDS architecture in which it uses physical, MAC and routing layer. In [27] also the authors proposed distributed intrusion detection architecture using cross layer features against MANET. Many recent works also suggest the vulnerabilities of the AODV protocol and the solution using single layer technique [28] [29] [30].
III. AODV PROTOCOL AND VULNERABILITIES
Here first we discuss about working of AODV protocol in detail. Next we discuss its vulnerabilities to various kinds of attacks.
Overview of AODV protocol
Distance Vector routing protocol is based on the algorithm known as bellman ford algorithm which is known as single source shortest path algorithm. In Distance Vector routing, every router maintains a routing table (i.e. vector), in which it stores the distance information to all reachable destinations. A router exchanges distance information with its neighbors periodically to update its routing table. The distance can be calculated based on metrics such like hop number, queue length or delay. If multiple paths exist, the shortest one will be selected. AODV implements its routing from Distance Vector routing protocols. In AODV route discovery processes consist of two phases: route establishment, route maintenance. In Route establishment phase AODV protocol has the message set of Route request (RREQ), Route reply (RREP), and for link status monitoring (HELLO). When a node wants to participate in routing, it broadcast a RREQ message to the nodes. When the intermediate nodes get the RREQ message, the nodes update their routing tables in the direction of the source node. The RREQ message also contains the most recent sequence number which is 32-bit unsigned integer. When the destination node receives RREQ message it replies (Unicasts) RREP message to source node. When RREP propagates, all the intermediate nodes update their routing table about the sequence number. In Route maintenance phase, AODV has Route error (RERR).RERR Messages is used to broadcast for broken links. These messages are generated directly by a node or passed on when received from another node. In order to understand the vulnerability of AODV protocol, next section we discuss how AODV protocol is affected by sinking behavior.
Vulnerabilities of AODV protocol
According to [13] The attacker tries to misuse RREQ and RREP messages by dropping, modifying, or alternating the message headers. For example the message field of RREQ has the types RREQID, hop count, destination ip address, destination sequence number, source IP address, source sequence number, and flags. The attacker can modify the message type, increase or decrease the RREQ ID, replace the destination ip address with other address and so on. Likewise the attacker can also modify or change the RREP messages. Hence it is a critical issue to handle these attacks.
Sink Hole Attack in Detail
Sink hole attacks are difficult to find because of following reasons. When the normal communication takes place in MANET, the sinking node tries to attract the neighboring nodes in various ways. In AODV protocol it either alters the data packets or drops the packets silently. One can wonder how it happens; the malicious node increases its sequence number. As we discussed above, the sequence number in AODV is used to intimate about the freshness of the route. The malicious node overhears the communication channel as a part and observes the sequence number of all nodes. After that it assigns itself as having the highest sequence number among all the nodes in the route and invades the channel abruptly and drops the packets. For example in the following Fig1. Node 1 is source node and node5 is the destination. Initially, node 1 wants to send information to node 5 by broadcasting the RREQ message. Node 2 checks whether if it is the destination node. Since it is not the destination node it simply forwards the packet. Likewise the information propagates and finally reaches the destination node 5; hence communication takes place among the nodes. But when the invader or malicious node invades the network, the communication breaks. For example the malicious node overhears the network and updates its sequence number and sets its sequence number as the highest sequence number among all the nodes and broadcast it to others. The other nodes in the communication path also update this value in their routing table. This is the way in which the malicious node attracts other nodes. Thus the malicious node simply drops all the packets which come into it. This is the way the sinkhole attack takes place in this MANET.
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IV. PROPOSED SYSTEM ARCHITECTURE
The following Fig 2 illustrates the proposed system architecture. 
Data Collection Module
Data collection module is responsible for collecting data from MAC layer and Routing layer. A partial list of data collection attributes from these two layer is shown below.
Mac Layer Network Layer Retransmission of packets
Delay between data and transmission
Number of forwarded RREQ messages
Time delay between data and acknowledgement
Number of dropped RREP messages Number of RERR messages
In our proposed IDS, hybrid intrusion detection technique is used. i.e., Data collection module consists of both normal and misuse data's.
Data Correlation Module
The proposed IDS is designed by combining intelligent modules as shown in Figure 2 .The data correlation module correlates the data's between MAC layer and routing layer. We have used apriori algorithm because it uses the principle if an item set is frequent then all its subsets or supersets must also be frequent. So apriori algorithm uses the value of the support measure as Support of an item set never exceeds support of its subsets.
We are using Apriori algorithm because it uses the concept of pruning, hence it is efficient. This algorithm is efficient because it uses breadth-first search and a hash tree structure is used to reduce number of comparisons, i.e, instead of matching each transaction against every candidate this algorithm uses the concept of hashed bucket to match the candidate value. The main algorithm for frequent item set generation is described as follows:
1. From the data set find the frequent item set which is denoted as L k-1. L k is the frequent item set of size k 2. In join step Ck is generated by joining L k-1 with itself i.e., using Cartesian product L k-1 x L k-1 . 3. In Prune step (apriori property): Any (k − 1) size item set that is not frequent cannot be a subset of a frequent k size item set, hence should be removed 4. Support count is obtained during frequent set L k has been achieved.
The dataset which contains the value of MAC layer and routing layer can be joined and pruned as shown in steps 2 and 3.
Data Classification Module
SVM for Classification
Machine learning classification has been widely used to categorize data in to distinct classes. A model is first created based on the previous data which is known as training samples. Then this model is used to classify new data which is unseen samples. So Classification is essential for finding the best boundary between classes. Initially label the training data x which lie on the hyper plane's is normal to hyper plane, |b|/||w|| is the perpendicular distance from hyper plane to origin. Now we can define two support hyper planes as
Map data to high dimensional space where it can easily classify with linear decision function. In order to achieve this we have to find a kernel function Φ(x) to map to different space. Φ is a mapping function.
Since the training algorithm only depend on data thru dot products. We can use a -kernel function‖ K such that
In our technique we are using radial based function (RBF).A RBF is a real-valued function whose value depends only on the distance from the origin, so that Φ(x)= Φ(||x||) .In order to give penalty to error term the cost can be defined as Clonal Selection Algorithm for Classification Clonal selection algorithms are based on immune system. The immune systems are summarized as distinguish between itself and non-self. Immune response system poses the following elements Specificity: This element identifies and discriminates between different entities.
Adaptiveness: The element identifies new unseen entities that never existed previously.
Discriminate between self and non-self: This element is responsible for identifying the difference between self and non-self elements.
Memory: In memory the system recalls previous contact with foreign molecules and responds.
The clonal selection algorithm is said to be inspired by the following elements of the clonal selection theory Maintenance of a specific memory set Selection and cloning of most stimulated antibodies Death of nonstimulated antibodies Affinity maturation (mutation) Reselection of clones proportional to affinity with antigen Generation and maintenance of diversity
Analysis Module
Based on the classification applied on the dataset the given input is classified as normal data and attack data. In this way the proposed technique detects the attack data.
V. SIMULATION RESULTS
In the real time MANET environment the packet transmission is continuous. This is simplified in our simulation as it is repeated with different parameters. During every time of simulation the record sample is randomly abstracted from the test dataset and the classification occur. The detection procedure occurs as shown in Fig 3. We have used Ns-2 for simulation environment.Table1
illustrates the list of parameters used for simulation. In order to achieve a better comparison of the algorithms, we have calculated the overall false positive ratio(FPR),false negative ratio(FNR),true positive ratio(TPR),true negative ratio(TNR) are evaluated for CLIDS by evaluating the whole dataset.TPR values evaluates the cases where the intrusions or normal network behavior is correctly identified.TNR values are evaluated by correctly rejecting the malicious behaviour. TPR is known as true positive, TNR is known as true negative, FPR is known as false positive, FNR is known as false negative. This paper proposes a new architecture, MACLIDS, in order to improve the security of MANET. We have used SVM, and FDA and AIS algorithms to improve classification accuracy. We have proved the effectiveness of the new model for improving detection accuracy, which is demonstrated through multiple simulations.
We have used three classifiers for evaluating the detection accuracy of our proposed architecture. Some other classifiers may also be able to achieve better performance's in our future work we will use some existing classifier for our problem. Likewise, we can determine the most effective classifiers. Hence 
